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Network | Lab 08
Building a simple Client Server Network |

Part 1 : DHCP/DNS servers implementation

Partl: Build simple star network

PC name PCO

IP 192.168.1.100
Subnet mask 255.255.255.0
Gateway -

DNS -

PC name PC1

1P auto

Subnet mask

Gateway

DNS

PC name PC2

1P auto

Subnet mask

Gateway

DNS

PC name PC3

1P auto

Subnet mask

Gateway

DNS
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Part2: setup DHCP DNS Server

2.1 install dual server SW

v MNew Volume (B » MNetwork SW » Dual5Server7 11

{elp
MNew folder
Mame - | Date moc
% | DualServer RNy
l [ DualServerlnstallery7.11 YT

[ DualServer Installation

Installer

Ready ta Install DualServer 7.11

[nstall to

] CADualServer

“ge 12985 MB Free Dizk Space
“e 1586 KB Dizk Space Required

Spoon Inzstaller Language :

Englizh -

Spoon Installer

Cancel ][ Mewt >3 ]
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2. IP configuration of server PC

* Internet Protocol Version 4 (TCP/IPv4) Properties 5%

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192:, 168, 1. 104
Subnet mask: 255,255,255, 0

Default gateway:

Chtain DS server address automatically
i@ Use the following DNS server addresses:
Preferred DNS server: s | Tl I 1CID'

Alternate DMS server:

[] validate settings upon exit

[ ok || cancel |

3. open dual server configuration file

.-

| DualServer - Notepad
File Edit Format View Help

BThis file should be in the same folder where Dualserver.exe file is. .
#Any entry starting with a punctuation character will be a comment B
#you need to remove ; from begining of wvalues and replace with your =
#own values below if you need change settings.

#you need not specify all your entries in this file, you can create ad
#files (one for each section). Then just specify single entry under th
#section like @my_hosts_file.xxx. Now section will be loaded from spec
#my_hosts_file.xxx. You can give full ﬁath or just file name. If just
#it should be put in directory where this ini Tile is. Do not give sec
#file, but comments can still be given. You cannot make SECTION's some
#here and some in included file. Oonce include file is used, SECTION'S
#will be read only from included file.

[SERVICES]

#5pecify the service you want to use
#pefault is both services

: DNS

: DHCP
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4, Edit [Listen_on] section

.

| | DualServer - Notepad .

"j DualServer - MNotepad

File Edit Format View Help

[LISTEN_ON]
#5pecify the Interfaces you would Tlike Server to listen

#if you have more than one NIC card on your server F
#always specify which cards will listen DHCP/DNS reguests il
#Reqguests from diffent Interfaces Took for matching DHCP ranges.
#Requests from relay agents look for matching range to relay agent IP.
#upto 125 tdinterfaces can be specified.

#pefault is all static interfaces

192.168.1.10Q]

Eile Edit Format Miew Help
[LISTEN_ON]

#5pecify the Interfaces you would like sServer to listen

#if you have more than one NIC card on your server B
#always specify which cards will Tisten DHCP/DNS requests il
#Requests from diffent Interfaces look for matching DHCP ranges.
#Requests from relay agents look for matching range to relay agent IP.
#upto 125 +dinterfaces can be specified.

#pefault is all static interfaces

192.168.1.10Q[

5. edit [DNS Allowed hosts] section

M_Wj DualServer - Notepad @

File Edit Format View Help

[DNS_ALLOWED_HOSTS]

#These are permitted hosts for DNS Query.
#Hosts having IP address within these ip ranges 5
#only will be responded to DNS requests. (H
#Hosts "queried for" has nothing to do with these ranges. i
#125 ranges can be specified.

#DHCP Client ranges are automatically included

#use second example for allowing all hosts

;192.168.0.1-192.168.255. 254

;1. 000.1-255.255.255. 254

| | DualServer - Notepad |

File Edit Format View Help

[DNS_ALLOWED_HOSTS]

#These are permitted hosts for DNS Query.
#Hosts having IP address within these ip ranges L
#only will be responded to DNS reguests. (M
#Hosts "queried for" has nothing to do with these ranges. =
#125 ranges can be specified.

#DHCP Client ranges are automatically included

#use second example for allowing all hosts

192.168.1.1-192.168.1] 254

$ L OB =255, 2557255, 254
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6. Edit [Domain name] section

o i

mil DualServer - Notepad
File | Edit Format View Help

[DOMAIN_NAME] -
#This is local zone/domain for this serwver

#pefault is workgroup (not authorised) if not specified

#There are two formats for this B
#workgroup. com —
#wurkgrouE.com=10.10.1n_addr.arpa

#just workgroup means this is not authorized server

#with default domain name workgroup.com

#workgroup. com=10.10.in_addr. arpa means this is authorized server for
#zone workgroup and network 10.10.0.0

#authorized DNS Server will support AXFR and Zone Trnasfer

#and Zone replication. It will also send

#NS records with DNS queries and N5 queries will be respondead.
;workgroup. com=0.168.192. in-addr. arpa

;workgroup. com

j] DualServer - Notepad li__El_—’ |

Eile Edit Format Miew Help

[COMATIN_NAME ] 2
#This is local zone/domain for this serwver

#Default is workgroup (not authorised) if not specified

#There are two formats for this Tl
#workgroup. com —
#wurkgrouE.com=lo.10.1n_addr.arpa

#just workgroup means this is not authorized server

#with default domain name workgroup.com

#workgroup. com=10.10.in_addr. arpa means this is authorized server for
#zone workgroup and network 10.10.0.0

#authorized DNS Server will support AXFR and Zone Trnasfer

#and Zone replication. It will also send

#NS records with DNS queries and NS queries will be responded.
;workgroup. com=0.168.192. in-addr. arpa

;workgroup. com

NetworkIFall2013. dom|
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7. Edit [DNS Hosts] section

| DualServer - chepad

File Edit Format View Help

[DNS_HOSTS] %
#This is where hosts and their
#IPs needs to be specified
#DNS will resaolve as per
#entries here, in addition to |
#DHCP alotted addresses.

#Bare names automatically

#assume local domain name.

#hosts here need not be local

#reverse entry is automatic.

#MX and ALIASS needs to

#be given in respected sections

#no alias or wild cards in this section
#No 1imit to no. of entries here !
;oracleserver. yahoo.com=192.168.0.43
;DNS=192.168.0.1
;cpltcaxd02b=192.168.0.2

; homehost. external. com=187.178.187.178
;Strange=192.168.6.11
;soho=192.168.0.111

swww=12.67.4.3

| DualServer - Notepad E'

File Edit Format View Help

[DNS_HOSTS] =
#This is5 where hosts and their

#IPs needs to be specified

#DNS will resolve as per

#entries here, in addition to -
#DHCP alotted addresses. L4
#Bare names automatically

#assume local damain name.

#hosts here need not be local

#reverse entry is automatic.

#X and ALIASs needs to

#be given in respected sections

#no alias or wild cards in this section

#No Timit to no. of entries here !

;oracleserver.yahoo. com=192.168.0.43

;DNS=192.168.0.1

;cpltcaxd02b=192.168.0.2

: homehost. external. com=187.178.187.178

;strange=192.168.6.11

:50ho=192.168.0.111

;www=12.67.4.3

www=192.168.1.1

DNS=192.168.1.100

mail.NetworkIFall2013.dom=192.168.1.101

intranet.NetworkIFall2013. dom=192.168.1.102
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8. Edit [Forwarding servers] section

| DualServer - MNotepad
File | Edit Format View Help

[FORWARDING_SERVERS]
#These servers are default Forward DNS Serwvers

#Program auto detects if not specified
;192:168. 0.1
= ) 0 0

F: | DualServer - Motepad
File Edit Format View Help

[FORWARDING_SERVERS]
#These servers are default Forward DNS Servers

#Program auto detects if not specified
;192.168.0.1

;10.10.30.1

8§.8.8.8

4.2.2.2

9. Edit [Range Set] section

i] DualServer - Notepad
File. Edit Format View Help

===

[RANGE_SET]
#This is first and simple DHCF range section example,

#This example may be good enough for simple/home use.
#If you need range filters, look at example below
DHCPRange=192.168.0.1-192.168. 0. 254

; DHCPRange=192.168.4.1-192.168.4. 254

; DHCPRange=192.168.5.1-192.168. 5. 254

#Following are range specific DHCP options.

#You can copy more options names from [GLOBAL_OPTIONS]
; SubnetMask=255.255.255.0
;Domainserver=192.168.55.23

sRouter=192.168.0.1

#Lease Time can be different for this Range

;AddressTime=360

| DualServer - Notepad
File Edit Format View Help

[RANGE_SET]
#This is first and simple DHCP range section example,

#This example may be good enough for simple/home use.
#If you need range filters, look at example below
DHCPRange=192.168.1.101-192.168.1. 254

; DHCPRange=192.168.4.1-192.168.4. 254

; DHCPRange=192.168.5.1-192.168. 5. 254

#Following are range specific DHCP options.

#You can copy more options names from [GLOBAL_OPTIONS]
SubnetMask=255.255.255.0

;Domainserver=192.168.1.100

Router=192.168.1.1

#Lease Time can be different for this Range

AddressTime=360
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10. Edit [static IP/MAC] section

| DualServer - Notepad == e <
File Edit Format View Help

[0D:41:42:41:42:00] -
#This is a client with MAC addr 00:41:42:41:42:00

IP=192.168.0. 200

#No other options specified for this client

#For non BOOPT requests, Missing options will be supplemented from fir
#options, if IP falls in any range. and other missing would be added f

11. Edit [MAC that doesn’t belong to the network] section

File Edit Format View Help
[00:41:42:41:42:00] -

#This is a client with MAC addr 00:41:42:41:42:00

IP=192.168.0. 200

#No other options specified for this client

#For non BOOPT requests, Missing options will be supplemented from fir
#options, if IP falls in anmy range. and other missing would be added T

12. run Dual server

@ Default Programs “.
@ Desktop Gadget Gallery
& Internet Explorer -

& Windows DVD Maker
25 Windows Fax and Scan User001
# Windows Media Center
@ Windows Media Player
&1 Windows Update
-8 XPS Viewer

| Accessories

Documents
Pictures

Music

. Dual Server
# | Configure
__| PDF Manual
|| Release Motes
Run Stand Alone
€] View Lease Status Devices and Printers
| View Log

J, Games Default Prograrms

Computer

Control Panel

. Maintenance
| Startup Help and Support

1

Back
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@ Windows Security Alert | &3

Windows Firewall has blocked some features of DualServer on all public and private networks,

I:_ 7] MName
LS8
—  Publisher: Unknown
Path: C:'\dualserverdualserver. exe

Allow DualServer to communicate on these networks:

| Private networks, such as my home or work network

[¥7] Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

‘ 'f‘;ﬁllov-.- access | | Cancel l

BEX Run Stand Alone == £|@

Dual DHCF DNS Server Uersion 7.11 Windows Build 7822 Starting...
Starting DNS Service

Starting DHCP Service

DNS Logging: Normal

DHCP Logging: Normal

Marning: No IP Address for DHCP Static Host ff:08:27:78:7b:P81 specified
Marning: No IP Address for DHCP Static Host ff:B0:27:78:7b:B2 specified
Marning: No IP Address for DHCP Static Host ff:08:27:78:7b:83 specified
DHCP Range: 192.168.1.181-192.168.1.254,255 _255_.255.8

Max Lease: J6BBBA (zec?

Server Mame: HostBl

Domain Mame: NetworkIFall2B813.dom

Default Host Expiry: 360008 (sec)

Default Forwarding Server: 8.8. 8

Default Forwarding Server: 4.2,

DNS Service Permitted Hosts: 192 168 1.1-192.168.1.254
Detecting Static Interfaces..

Lease Status URL: http:--127.8.8.1:6789

Listening On: 192.168.1.168068
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13. connect first host

R Fun Stand Alone == |_g‘

Max Lease: 36888 (sec)>
» Mame: Host@l

Mame: MetworkIFall2@i3.dom
Default Host Expiry: 36880 (sec)
Default Forwarding Server: 8.8.8.8
Default Forwarding Server: 4.2.2.2
DNS Service Permitted Hosts: 192.168.1.1-192_168.1.254
Detecting Static Interfaces..
Lease Status URL: http:/-127.8.8.1:6789
Listening On: 192.168.1.168
DHCPDISCOUER for BB:8c:29:12:16:b1l <hostBZ2) from interface 192.168.1.1068 receive
al
Host BB:Bc:29:12:16:b1 (hostB2) offered 192.168.1.183
DHCPREQUEST for BB:B8c:29:12:16:bh1 <hostB2) from interface 192.168.1.108 received

Host B8:8c:-29:12:16:b1 (hostB2)> allotted 192.168.1.183 for 368 seconds

time .windows.com A forwarded to Forwarding Server 8.8.8.8

time.windows.com A forwarded to Forwarding Server 4.2.2_.2

time .windows .com A forwarded to Forwarding Server 8.8_.8_8

time .windows.com A forwarded to Forwarding Sevver 4.2.2.2

DHCPREQUEST for BB:Bc:29:12:16:bl <hostB2) from interface 192.168.1.10808 received

Host BB:8c:29:12:16:bl1 <hostB2) renewed 192.168.1.183 for 368 seconds
time .windows.com A forwarded to Forwarding Server B8.8.8_8

-4 lLocal Area Connection Status

General | Support

Connection status

.ﬂ Addrezs Tepe: Agzzigned by DHCP
L IP Address: 192.168.1.103
Subnet Maszk: 255.256.255.0
Default G ateway: 192.168.1.1

Windows did not detect problems with this Repair
connection. |f pou cannot connect, click

Repair.

Cloze
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Network Connection Details

Metwaork Connection Details:

Property Yalue
Phyzical Address 00-0C-23-12-16-B1
IP Address 192168.1.103
Subnet Maszk 28h.255.255.0
Default Gateway 13216811
DHCP Server 192.168.1.100
Leaze Obtained 121/201311:27:47 PM
Leaze Expires 127142013 11:33:47 P
DMS Server 192.168.1.100
WIMS Server

Cloze

¢+ Command Prompt

Microsoft Windows RP [Uersion 5.1.26881]
(C>» Copyright 1785-2001 Microsoft Corp.

C:“\Documents and Settings“Dr. Ahmed ElShafeeripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . : MetworkIFall2Bi3.dom
IP Address. . . . . - . - . . . . = 192.168.1.1683
Subnet Mask = 255.255.255.8
Default Gateway : 192.168.1.1

Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected

C:“\Documents and Settings:\Dr. Ahmed ElShafee’>
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14. test network using ping command

:“\Documents and Settings“Dr. Ahmed ElShafeeXping —a wuu
www.NetworkIFall2@13.dom [192.168.1.11 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss).

SDocuments and Settingss\Dr. Ahmed ElShafeelX_

E® Run Stand Alone |£Hﬂ|

Server Mame: Host@l
Domain Mame: MetworkIFall2813.dom
Default Host Expiry: 3J6BBB (sec)
Default Forwarding Server: 8.8.8.8
Default Forwarding Server: 4.2.2_.2
DMNS Service Permitted Hosts: 192.168.1.1-192.168.1.254
Detecting Static Interfaces..
@Lease Status URL: http:/7127.8.8.1:6789
Listening On: 192.168.1.1808
RHCPDISCOUER for BA:Bc:29:12:16:bl (hostB2) from interface 192.168.1.180 receive

Host BB:Bc:29:12:16:bl (hostB2) offered 192.168.1.1803
(DHCPREQUEST for BB:Bc:29:12:16:h1 <hostB2) from interface 192.168.1.188 received

Host BB:Bc:29:12:16:bl C(hostB2) allotted 192.168.1.1683 for 368 seconds
time.windows.com A forwarded to Forwarding Server B.8.8.8
time.windows.com A forwarded to Forwarding Server 4.2.2.2
time.windows.com A forwarded to Forwarding Server 8.8.8.8

time.windows.com A forwarded to Forwarding Server 4.2.2.2
DHCPREQUEST for BB:Bc:29:12:16:hl <hostB2) from interface 192.168.1.188 received

Host BB:Bc:29:12:16:b1l (hostB2) renewed 192.168.1.183 for 368 seconds
time.windows.com A forwarded to Forwarding Server B8.8.8.8
v .NetworkIFall2B13.dom A resolved Locally to 122.168.1.1

HED

C:“Documents and Settings“Dr. Ahmed ElShafeeping —a mail.NetworkIFall2@i3.dom
mail.NetworkIFall2@13.dom [192.168.1.1811 with 32 bhytes of data:

timed out.
timed out.
|IRequest timed out.
Request timed out.

Ping statistics for 192.168.1.181:
Packets: Sent = 4, Received = B, Lost = 4 (188% loss).

C:“\Documents and Settings“Dr. Ahmed ElShafee’>_
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Host BB8:B8c:29:12:16:bh1 <(hostB2> renewed 192.168.1.183 for 368
mail.NetworkIFall2@.13.dom A forwarded to Forwarding Server 4
mail .NetworkIFall2@.13.dom A forwarded to Forwarding Server 8
mail.NetworkIFallZ2@.13.dom forwarded to Foruardlng Server 4
mail.NetworkIFallZ2@.13.dom forwvarded to Server B
mail.NetworkIFallZ2@.13.dom forwvarded to i Server 2
8
4
8
4
1

-]
="
2]

T TR T T B I
MM MMNAEMNMGAMNI

mail.NetworkIFall2@.13.dom forwarded Forwarding Server
mail .NetworkIFall2@.13.dom forwarded Forwarding Server
mail.NetworkIFall2@.13.dom forwarded Forwarding Server
mail.NetworkIFallZ2@.13.dom forvarded Forwarding Server
mail.NetworkIFall2f13.dom A resolved Locally to 192.168.1.18

mmmwmmmmmmw

MGOMGONNGONGONG

A
A
A
mail.NetworkIFall2@.13.dom g forwarded to Forwarding Server
A
A
A

Command Prompt

IC:\Documents and Settings“Dr. Ahmed ElShafeelping —a dns
Pinging dns.NetworkIFall2@13.dom [1922.168.1.188]1 with 32 bytes of data:

Reply from 192.168.1.1808: bytes=32 time<ims TTL=128
Reply from 172.168.1.188: bhytes=32 time<ims TTL=128
Reply from 192.168.1.108: bhytes=32 time<ims TTL=128
Reply from 192.168.1.188: bytez=32 time<ims TTL=128

Ping statistics for 192.168.1.188:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

C:“Documents and Settings:Dr. Ahmed ElShafee’

dns .NetworkIFal12813 .dom A resolved Locally to 192.168.1.1068
DHCPREQUEST for BAA:Bc:29:12:16:bhl <hostB2)> from interface 172.168.1.188 received

Host BB:Bc:29:12:16:bh1 Chost®B2) renewed 192.168.1.1683 for 360 seconds

Command Prompt

C:>Documents and Settings>Dr. Ahmed ElShafee’ping —a google.com
Ping request could not find host google.com. Please check the name and try again

C:“Documents and Settings“Dr. Ahmed ElShafee>

Host B@:8c:22:12:16:h1l <hostB2) renewed 192. .183 for 368 seconds
qoogle.com A forwarded to Forwarding Server 8. -8
qoogle.com A forwarded to FuPuanlng Server
gqoogle.com A forwarded to Server
gqoogle.com A forwarded to di Server
oogle.com A forwarded to pardi Server
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15. connecting 2nd host

Metwork Connection Details
MNetwor Connection Details:
Property Yalue
Connection-specific DN...  MetworkIFall2013.dom
Description Intel{R} PRO/1000 MT Network Connecti|
Physical Address 00-0C-25-DA-DC-02
DHCP Enabled fes
IPvd Address 152.168.1.104
IPvé Subnet Mask 255255 2550
Lease Obtained 11 a1 1870 TP | i
Lease Expires 1T 118 T )T | e
152.168.1.1
152.168.1.100
152.168.1.100
EMJDmfﬁpuE_.\mS
unk4obmluv Address fe8d::60ec:bl33:ch66:3454% 11
IPvE Default Gateway
[PvE DMNS Server
4 1 I
Close |

BEA Run Stand Alone

for
for
for
for
for
for
for
for
for
for

Host BB:Bc:

ost BA:Bc:29:da:Bc:BA3 <(HostB2) allotted 192.168.1.1604 for

A8:0c:29:da:Bc =03
A8:0c:29:da:Bc:=03
BB:8c:2%:da:B8c:03
BB:8c:2%2:da:Bc:-683
BA:8c:29:da:@c:83
A8:0c:29:da:Bc =03
B8:Bc:29:da:Bc:=A3
B8:8c:29:da:Bc:=83
BB:8c:2%2:da:Bc:83
BB:0c:2%2:da:Bc:03

(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB1>
(HostB2>

29:da:Bc:83 (HostB2)> offered 192.168.
IDHCPREQUEST for BB:Bc:2%9:da:Bc:83 (HostB2) from interface 172.168.1.1808 received

368

from interface

from interface
from interface
from interface
from interface
from interface
from interface
from interface
from interface
from interface

1.184

192.168.1.188
192.168.1.188
192.168.1.1088
192.168.1.108
192.168.1.188
192.168.1.188
192.168.1.188
192.168.1.1688
192.168.1.108
192.168.1.108

seconds

receive
receive
receive
receive
receive
receive
receive
receive
receive

receive
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16. connecting 3rd host

Metwork Connection Details

Metwork Connection Details:

| Property Value
|
Connection-specific DN...  Network|Fall2013.dom
Description Intel{R} PRO, 1"" MT MNetwork Connectil

F'i'i;.-sn:ai Address

lask
Lease Jb*a'ﬂr-l:l
Lease BExpires
|Pvd Default Gateway 152.168.1.1
IPvd DHCP Server 152.168.1.100
IPvd DMS Server 52.168.1.100

MetBIOS over Tepip En...  Yes
Linkdocal [PvE Address fe8l::9%ea:59e8e: 7117 Tadc 11
IPvE Default Gateway

| IPvE DNS Server

o 1141 2

Close

B® Run Stand Alone |i|£’

8.8
wpad.MetworkIFall2@13.dom A forwarded to Forwarding Server B.B.
isatap.MetworkIFal 13.dom A forwarded to Forwarding Server B.
izatap.NetworkIFal 13.dom A forwarded to Forwarding Server 4.
isatap.MetworkIFal 13.dom A forwarded to Forwarding Server 8.
ldap._tcp.dc._msdcs.NetworkIFall2B13.dom ANY forwarded to Forw
2.2

isatap.MetworkIFal .dom
isatap.MetworkIFal .dom
isatap.MetworkIFal .dom

MWaoaoaoa
OMNOMNOMNOOMNGOMNDCON n..oomoom

H- I

g Server 4.2

forwarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forvarded to Forwarding Server
forwarded to Forwarding Server
forvarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forwarded to Forwarding Server
forvarded to Forwarding Server
isatap.MetworkIFal -dom forwarded to Forwarding Server

-dom forvarded to Forwarding Server
c:29:da:Bc:83 (HostB2)> from interface 192.1

isatap.MetworkIFal -dom
izatap.NetworkIFal -dom
isatap.MetworkIFal -dom
isatap.NetworkIFal -dom

isatap.MetworkIFall .dom
isatap.MetworkIFal .dom
isatap.MetworkIFal .dom

isatap.MetworkIFal .dom
isatap.MetworkIFal -dom
izatap.NetworkIFal -dom

O MNANCOMNOCOMNMAMNOGAN Q.IWNIWW

333333333333333
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izsatap.NetworkIFal
DHCPREQUEST for 68
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